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OpenCA Root of Trust
W
* Trust: assume that an entity behaves like expected

* transitive Trust-Relation:

lvan

Root of Trust

trusts ?
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OpenCA Chain of Trust
¢

* Chain of Trust
% Root of Trust
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OpenCA  Chain of Trust

.Q{

* Chain of Trust
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OpenCA Issue a certificate

user creates his keypair
public key e + identity = certificate request (CSR)
,Registration Authority” checks identity

* % ¥ X%

,Registration Authority” approves CSR
* an operator signs the request

* ,Certification Authority” creates certificate from CSR
* certificate is published

request identification certification pu bng
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W Responsibilities

Request |dentification Certification Publishing

wird

User _ creates benachrichtigt

Registration
Officer

Certification
Operator
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SQL
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Online-Interfaces

Certificates
CRLs

Certificates

Certificates Certificates Requests
CRLs lT Requests CRLs T Renewals
Keys
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Offline-Interfaces

PKCS#12
Keys

Userdata

certificates

Requests
CRLs
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OpenCA Customisation

* |nterface-Logic
* |ogical groups of commands
* separate menu-structure
* separate access control

* [ntegration

* Batch/SCEP allow integration with many third party
systems

* starting with upcoming release:
powerful shell interface to all components
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protect the environment !




