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Oliver Welter - welter@tum.de

Hierachy and 
organisational Structures

as understood by 

mailto:welter@tum.de


2nd OpenCA Workshop – 18. October 2005 OpenCA – Oliver Welter 2

Agenda

Root of Trust / Hierarchy

Certificate Issuance Workflow in OpenCA

actual Implementation
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Root of Trust

Trust: assume that an entity behaves like expected

transitive Trust-Relation:

Alice

Ivan

Bob

tru
sts trusts

trusts ?

Root of Trust

Dave

Carol
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Chain of Trust

Chain of Trust

Alice Bob

Ivan

Carol

Root of Trust
RootCA

intermediate RoT
SubCA
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Chain of Trust

Chain of Trust

Alice

RootCA

Alice

SubCA1

SubCA2
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Issue a certificate

user creates his keypair

public key e + identity = certificate request (CSR)

„Registration Authority“ checks identity

„Registration Authority“ approves CSR

an operator signs the request

„Certification Authority“ creates certificate from CSR

certificate is published

request identification certification publishing
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Responsibilities

Request Identification Certification Publishing

createsUser

Registration
Officer

Certification
Operator

identified ?
authorized ?
=> approve

request !

create
certificate

wird 
benachrichtigt
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Architektur
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Online-Interfaces

RA
approve requests

SCEP
request, renew, download 
certificates and CRLs via
SCEP

PUB
manage own certifocates
search others certificates
receive information about CA 

NODE
Export/-import 
from/to CA

Certificates
CRLs

RequestsCertificates
CRLs
Keys

Requests
Renewals

Certificates
CRLs

LDAP

Certificates
CRLs



2nd OpenCA Workshop – 18. October 2005 OpenCA – Oliver Welter 12

Offline-Interfaces

CA
issue/revoke certificates
in bulk mode
create CRL

Userdata PKCS#12
Keys

BATCH
issue/revoke certificates
in batch mode

NODE
Export/-import 
from/to RA

Requestscertificates
CRLs



2nd OpenCA Workshop – 18. October 2005 OpenCA – Oliver Welter 13
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Customisation

Interface-Logic

logical groups of commands

separate menu-structure

separate access control

Integration

Batch/SCEP allow integration with many third party 
systems

starting with upcoming release: 
powerful shell interface to all components
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protect the environment !


